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Abstract - This scientific paper emphasizes the paradigm of Industry 4.0 from the perspective of
cybersecurity, in which if there are digitalized factories and a digital chain connected to them, there
is also the need of an amplified security system, and the usual IT security procedures are not
enough to protect the production lines. This article treats general concepts from IT security’s per-
spective, as well as OT’s security, and also about the joining of those two into a holistic approach
combining people, processes and technology to properly defend against threats and build a security
baseline. Digitization matter and analysis of industrial system evolution is taken into consideration
in this paperwork, correlating them with cybersecurity. Ever evolving environment of technology
influences the growth and diversity in the complexity of threats and security risks, such as cyber-
attacks, and related works in the IT domain gives new security challenges.
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1. Introduction

The world finds itself in a transition period when
considering technology involvement in the industrial
processes, here comes the necessity of connecting
machines to the internet, the existence of smart sen-
sors network, growth of wireless communication,
system development, as well as smart devices and
robots, real time data collection and representation,
with the goal of changing technologies from their
grounds resulting a digital revolution - Industry 4.0.

However, for what we are concerned Industry 4.0
remains a continuous threat for the production lines,
generating an unparalleled interconnectivity be-
tween production environments. By digitization of
factories and supply chains, basic IT security solu-
tions and approaches solve only half of the problem.
Cybersecurity must become an integrated step in the
digital transformation plan of a manufacturer, ad-
dressing both information and operational technolo-
gies that cover industrial control systems.

Operational technologies (OT) are also named
automation and control systems like SCADA (Super-
visory, Control and Data Acquisition System). These
systems are utilised to monitor and control critical
infrastructures, such as electrical energy, pipes, wa-
ter distribution systems, sewers and production con-
trol systems.

This article is based on best practices regarding
cybersecurity applied in Industry 4.0. In the past,
Information Technology (IT) and Operational Tech-
nology (OT) were seen as two separate domains,

meaning that OT wasn’t given access to the internet,
the only security measure taken into consideration
being physical security. Evolution in the technology
area made the desire of remote system control to
arise and the two domains that were once separated,
now started to intertwine. This convergence be-
tween them meant that the OT area had to be moni-
tored and controlled from the internet/cloud, com-
ing with all the security challenges that IT industry
faces. OT data that now travels the internet include
sensitive information such as pressure, temperature
and proximity levels, control and sensor signals.

Now this data that once was traveling unaffected
between the internal systems, needs to cross an un-
secure medium and all the control mechanisms and
data that OT covered became significantly vulnerable
to cyber-attacks [3].

This paper is organized as follows. Section 2 pre-
sents main concepts about what OT industry repre-
sents and how its most vulnerable components can
be protected once with internet exposure. Section 3
focuses on how IT and OT businesses intertwine
from the cybersecurity perspective. Section 4 pro-
vides strong conclusions regarding how best practic-
es can be used to protect OT specific assets against
cyber-attacks.

2. Operational Demands in Relation with
Cybersecurity in Industry 4.0

The cybersecurity in Industry 4.0 is a slightly differ-
ent matter compared with the usual IT security way
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of proceeding, meaning that the same rules that gov-
erned application security in IT industry, don’t apply
anymore. The idea that has to be understood by the
OT industry is that information security doesn’t rep-
resent another operational task [4] [5].

Firstly, a best practice for implementing security

at its highest level, is for the manufacturers to classi-
fy and segregate assets from unauthorized users
guided by the security standards for industrial envi-
ronments protection, such as IEC 62443, ISO 27001
and 27002, NIST Special Publication IEC 800-82 and
NIST Framework for Improving Critical Infrastruc-
ture Cybersecurity.

Secondly, it would be important for the assets
that demand similar security measures to be orga-
nized in the same areas both at physical and logical
level.

Last but not least, communication between areas
has to be set under a certain level of control, using
traffic filtering devices which manipulates the flow
of the traffic between areas and in the same area.
Still, first priority lies in prioritization, delimitation
and understanding of operational demands of indus-
trial technologies.

The image beneath this paragraph represents a
prototype of a baseline architecture of a smart facto-
ry in the Industry 4.0, based on access levels, which
includes the concept and the operational needs of
implementing security in that specific factory. What I
was trying to emphasize is that even if the merging
between those important branches (IT and OT) pos-
es a great amount of challenges to come across, this
integration is possible and still be able to preserve
the balance between the efficiency that must be kept
for mechanical systems and the vulnerabilities of the
computers, that once they are connected to the in-
ternet everything changes. As it can be seen, me-
chanical processes are standing at the end of the ar-
chitecture and every piece of information that they
transmit to the computers, and eventually to the end
users is protected with the best measures that IT
industry can provide, such as mounting firewall at
the second level to protect and direct the valuable
date, next the DMZ (a Demilitarized Zone Network)
zone implemented to monitor which traffic has to
cross the border to the internet or not, and finally at
the forth level e-mail and web security applications
that represent a last resort security measure to pro-
tect information.

Areas or zones can be classified in enterprise and
control zones. In the enterprise zone, is where the
split between internal intranet network and the in-
ternet that connects the manufacturers.
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Figure 1: Functional system of Industry 4.0

Control zones are divided into operational con-
trol zones that store data history and also inhabit
workstations, supervisory control zones that contain
SCADA systems, HMI (Human Machine Interface)
and DCS (Distributed Control System) through which
terminal units are remotely managed, programmable
logical controllers (PLCs) and smart devices and
basic control zones that contain the control devices
for valves, actuators, etc.

3. Cybersecurity Directions in Industry
4.0

Once that operational demands of smart industry are
clearly defined a clear path regarding cybersecurity
in Industry 4.0 can be instated. First of all, a separa-
tion between OT Security and IT Security has to be
made, while safety is treated as number one priority:
security procedures in the IT environment are dif-
ferent from the ones in the OT’s, therefore the man-
ner in which security measures and controls are im-
plemented differ, as well as terminology does. Be-
sides, security priorities in the IT industry related to
confidentiality, integrity and availability are re-
versed in the OT industry. On the production line, the
process itself must remain hidden from the outside
world, but the factory safety is more important. If IT
security were to be applied to OT environment, this
would result into unwanted incidents and safety
gaps. For example, a door that should be open, fol-
lowing IT confidentiality rules, from the OT perspec-
tive this would be opened for people’s safety in case
of an emergency.

Another reason for which the priorities are taken
backwards is that confidentiality in OT could be
completely covered by the IT. Only by understanding
these principles and the differences between IT and
OT security would be improved and optimized in
both of those worlds.

International Journal of Mechatronics and Applied Mechanics, 2023, Issue 13 227



The Cyber Security Paradigm in Industry 4.0

In this image there is a representation of how
principles and priorities are seen from both perspec-
tives and there is illustrated a comparation between
them:
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Figure 2: Base reference design and security policy

Creating a complete security frame inside Indus-
try 4.0 brings a lot of challenges that are actually
based on the convergence of the two security envi-
ronments (OT, respectively IT), illustrated in the
next Venn diagram below:

ot
IT | INDUSTRY | ot
4.0

Figure 3: I[IOT VENN diagram

[I0T security [1] [2] focuses on protecting IOT
devices used in the smart factory and data that these
devices collect and forward. IIOT devices are used
for monitoring and controlling production processes
and must be protected against cyber-attacks to avoid
shutting down or malfunctioning of the production
devices.

From the illustrations above there can be noticed
that the final outcome is the same, but the priorities
differ. OT needs availability and physical processes
automation, comparing with IT that prioritizes con-
fidentiality and information automation.

In the OT frame there are some security demands
for the assets in the network and the workers that
need to have applied personalized OT security poli-
cies, such as access management, physical and envi-
ronmental security, hardening security, patching,
backup, etc. For example, in most of the cases, patch-
ing procedures inside an OT medium are significant-
ly different from the IT patching customs. Because
availability in the OT medium represents a top prior-
ity, there are not much patches and restarts of the
assets that can be done, and when is happening, this
has to be for a predefined period of time.

Manufacturers that hold multiple locations are of-
ten facing challenges in implementing these policies
to their multiple branches. Because of the diversifi-
cation in the production environments, network in-
frastructure, suppliers and specific solutions that are
done locally give the impression that although the
factories belong to the same manufacturer to be in
their very essence quite different. Developing a base-
line design to describe the desired OT environment,
including security solutions that the factories will
inhabit, will eventually lead to an unparalleled indus-
trial landscape.

4. Conclusions

In conclusion, cybersecurity represents a critical
thing for the smart factory and for Industry 4.0. Pro-
tecting the networks, informatical systems, control
devices and 10T devices is a crucial problem for the
efficiency of a smart factory. Security teams that are
responsible, have to strongly collaborate and imple-
ment the best practices and technologies available to
protect smart factories from the ever-rowing threats
in the cyber environment.

For example, the DMZ mentioned earlier, if it is
implemented properly, it segregates efficiently the
data flux used for the visualization and the Enter-
prise Resource Planning system. A well-documented
network plan, in which a firewall installed before
every point of exit of a critical information known as
a Zoned Trusted Topology mitigates next to zero the
chances of a cybersecurity attack to produce, from
the outside at least.

IT and OT are two of the main systems nowadays
that have the most influence on a company growth
and productivity, and although they are seen as in-
dependent in the moment of speaking, for a manu-
facturer to continue to prosper has to follow a way to
guide its company plan on the convergence of both
IT and OT mediums to benefit from both operational
efficiency and an up-to-date business.

A solution would be a unified platform to com-
bine informational and operational data to increase
the number of Key Performance Indicators (KPI) that
the company is able to provide. For this to work, a
series of mutual objectives have to be set to provide
visibility on the whole company.
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This transparency of operations results in busi-
ness harmony on sites and departments, because of
the threats that once infiltrated in the system do not
trigger themselves immediately, but wait until an
outside impulse activates them. Gap analysis can be
performed to address this issue, by collecting data
from each component of the factory to be further
analysed, in order to compare the current state of
things and what is needed to be done to reach the
desired state.

Another thing that must be taken into considera-
tion is the resilience of such a hybrid system (IT and
OT). Because of all these important processes that
take place in a given smart factory, testing if all the
security measures have been implemented, such as
following NIST or ISO standards, is a must. Pen-
testing is paradoxically, one of the best ways to
measure the defense, although it represents a way of
attack. However, this controlled form of attack has to
be performed with very much amounts of care, and
after it has been proved that its necessity is needed.
It can represent a high vulnerability that in the mo-
ments of pen-testing the system, a threat to be infil-
trated without noticing.

This paradigm of cybersecurity in the industrial
environment given by the unification of the two
technologies, forces security solutions from a smart
factory to integrate and work along to assure an in-
creased protection against cyber threats. To do this,
a strong cooperation between the teams in charge of
securing IT and OT network has to exist. These
teams have a mutual objective of evaluating the risks
in the cyber world to enforce proper security solu-
tions.

Moreover, a template of security procedures well
defined, such as providing training and adequate
instructions is necessary for the company workers, is
a necessity in helping them to understand security
risks and to take the best decisions to manage or to
avoid them.

Nowadays for a factory it is important to have in
use the ultimate technology in place, like artificial
intelligence solutions and automated learning, that
can and help to detect and prevent cyber threats.
These technologies can be put to monitor systems or
production networks, to identify suspicious behav-
iour and prevent cyber-attacks.
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