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Abstract - Data in communication networks need to be secured during transmission. This paper
improved the mathematical model of advanced encryption standard (AES)-based encryption and
decryption based on chaos theory. The key of AES was obtained using Logistic mapping and
Chebyshev mapping. Random words were added to further improve the randomness of the key.
The improved mathematical model was established and tested for its security. It was found that the
key obtained from chaotic sequences fully passed the NIST test. Compared with x; = 0.1, the

results of encryption and decryption obtained when x; = 0.1 + 10~ **were completely different,

which proved the sensitivity of the key and the stronger randomness of the ciphertext obtained
after encryption. Compared with AES, the improved mathematical model spent only 1/3 time in
encryption and decryption, showing a higher efficiency. The results demonstrate the reliability of
the improved mathematical model for data encryption and decryption in communication networks.
This mathematical model can be applied in practical communication networks.
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1. Introduction

With the development of technology, more and more
data are transmitted through communication
networks [1], and they are generally transmitted
publicly. Therefore, under malicious attacks, the data
in the network can be easily stolen or tampered with,
which seriously threatens the security of
communication [2] and may lead to the leakage of
personal privacy, the theft of commercial secrets,
etc, and the impact is immeasurable. In order to
improve the security of communication network
data in the transmission process, it is necessary to
encrypt the data [3]. The mathematical model of
encryption and decryption can use some algorithms
to modify the original data, making it difficult for
attackers to crack, thus achieving the security of data
transmission. At present, the encryption and
decryption mathematical models commonly used in
the world include advanced encryption standard
(AES), data encryption standard (DES), and so on [4].

The research on encryption and decryption
techniques is becoming an increasingly important
issue. Rahmani [5] designed an asymmetric
encryption amplification that combined Arnold cat
mapping, hyperbolic function, and Chebyshev
mapping to encrypt audio and data. The designed
method was found to have good efficiency through
experiments. Laia et al. [6] combined the DES
algorithm with a random number generator Blum-

Blum-Shub (BBS) to increase the security of the key.
Since the random number of the key generated by
the BBS algorithm was unique, it did not influence on
the encryption and decryption time. Golovko et al.
[7] used the XOR algorithm for data encryption. This
algorithm overlayed the encrypted text with a
sequence of random numbers to achieve encryption
and decryption. They created EDcrypt software and
applied it to travel company information protection.
Arroyo et al. [8] obtained the cipher text by the
Polybius cipher, then compressed the cipher text by
the Hoffman coding algorithm, and embedded it into
an image by steganography. They found through
experiments that the method had better
performance in file size, similarity, etc. This paper
established a mathematical model of encryption and
decryption for communication network data. Based
on chaos theory, the model obtained the AES key by
two chaos mappings. The security of the model was
verified by experimental analysis. This model can be
applied in practical communication networks. This
work provides theoretical support for securing data
transmission.

2. Mathematical Model of Encryption
and Decryption Combined with Chaos
2.1 Chaos Theory

In the process of data transmission, it is
necessary to ensure transmission integrity,
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confidentiality, etc. Encrypting the original data can
hide the real information and thus ensure the
security of the data [9]. As cryptography is
constantly studied, the mathematical model of
encryption and decryption has also been explored
more and more deeply, and more and more new
techniques have been applied in cryptography, such
as chaos theory [10].

Chaos has a wide range of applications in
meteorology and physics [11], and it has qualities
such as pseudo-randomness and unpredictability,
which have many commonalities with the
requirements of cryptography. Hence, chaos
cryptography emerged. At present, there is no
complete definition of chaos, and the following two
definitions are widely agreed upon.

(1) Li-Yorke definition [12]: it is assumed that
there exists continuous mapping F(x) in [a,b]" A

system is chaotic if the following conditions are
satisfied.

(D The periodic point of f has no upper
bound.

@ In closed interval [, there exists

uncountable subset § that satisfies the followings.
For any X, VES, X#FYy, there is
lim sup|f™(x) — f*(v)| = 0; for any x, y € §, there
n—co

is lim inf|f"(x)— f™"(y)| = 0; forany x, vy € Sand y
n—oo

is any periodic point of f, there is

lim sup|f™(x)— f*(y)| = 0.

n—co

(2) Devaney definition [13]: it is assumed that
there exists a continuous mapping in metric space v

FVoV A system is chaotic if the following

conditions are satisfied.
@ Initial value sensitivity: there exists 5= 0

for any =0 and X EV there exist y and natural

number ,, in the . neighbourhood of  that make

d(f“ (x),f2 Lv)] =8
@ Topological transfer: for any open sets
polog y op
TVEV in v there exists m=0 that makes
fmzZyny =0
® The periodic points of f are dense in V.

2.2 Advanced Standard

Algorithm

Encryption

In cryptography, the mathematical models of
encryption and decryption are mainly divided into
symmetric and asymmetric [14], among which, AES
is the most widely used one in symmetric
cryptography [15]. The number of encryption

rounds of AES is different according to different key
lengths, as shown in Table 1.

Table 1. Number of encryption rounds under

different key lengths
Key length Number of
(32-bit words) encryption
rounds
AES-128 4 10
AES-192 6 12
AES-256 8 14

The AES encryption and decryption process
consists of four main elements.

(1) Byte replacement: One byte is converted to
another by looking up the S-box.

(2) Row shifting: The state matrix is left cyclically
shifted by different offsets.

ShiftRows [ A A A A
11 12 13 14

A33 A3U A3l A32 (1)

(3) Column mixing: The result of row shifting is
multiplied by the fixed matrix to get the confused
matrix:

r I I I
Ay Agy Az Al
MixColumns [ A' Al A A
A{m A;n A;12 A“lg
20 21 22 23
L} I I I
a0 Az Azp Ay (2)

(4) Add round keys: Bit-by-bit Xor operation is
performed on round key K and the matrix obtained
after column mixing.

by boy bpy bgs
byg byy byz byg
byg by1 byy by
by b3y by by
Eongino gnlgim zozg?z zoagios
AddRoundKey | byoBryg  DyyfBRyy  D12DK; 013K
byo@ksg by1Bkay Dby@kay  baaka;
byo@kyg D3yBkay bayBhay Dok, (3)

Taking AES-128 as an example, its encryption
round number is 10, and the initial key is 128 bits.
Taking 32 bits as a word, the 128-bit key is divided
into four words, denoted as w[o] wli]w[2] and
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w[3]" Then, the four words are expanded to 40 new

words, denoted as w[4]w[s] = w[43]
The expansion formula is: (1) Wheng «; < 3¢

wli] = (key[4i], key[4i + 1], key[4i +
2], keyl[4i + 3])

@ wheny o ; < g3and; _ gmogy
wli] = wli — 4]@w[i — 1 @ wheng < ; < 43and
i # Omod#
wli] = wli — 4]@[:5ubWonl:RotWord[w[i —
1]))BRecon[i/4])
In the equation, ¢, ryorq refers to byte

substitution. After dividing the 21-bit independent
variable by four equal parts, the S-box substitution is
performed. py4707-q Fefers to byte shift. Finally, xor

is performed on the substituted byte and Reon[i]

After ten rounds of the above transformation, the
encryption operation is completed, and decryption is
the inverse process of encryption.

2.3 The Improved Mathematical Model for
Encryption and Decryption Combined with
Chaos

The security of AES is related to the key.
According to AES, if an attacker gets a round key, it is
possible to get the next round key by the extension
of AES.

To further improve the security of AES, this paper
combines chaos theory to improve AES. Two chaos
mappings are used to generate ideal random
sequences. Bitwise Xor is performed on the sequence
to obtain the chaotic key stream as the initial key of
AES. The improved mathematical model uses two
two-dimensional chaotic mappings, and the key
stream is generated as shown in Figure 1.

Two-dimensional
Logistic mapping

Two-dimensional
Chebyshev mapping

Y A

Chaotic sequence 1 Chaotic sequence 2

» (D¢
>«

Chaotic key stream

Figure 1: Chaotic key stream generation process

The equation for the two-dimensional Logistic
mapping is:

E’{n+l=u}~lxxnx(1_xn)+vxyn (4)
Ynr1 =M Xyp X (I—y ) +yxx,
where Ay Ay and ¥ are control parameters. n=4

usually, and when (xg,Vo) = (0.1,0.11) y = 0.1’ and
A, =4, =089 the system is in a chaotic state.

The equation for the two-dimensional Chebyshev
mapping is:

{X,.H_l = cos(marccos x,, ) 5)

Vype1 = cos(narccos y,)’

where and

m n are the control parameters. When

n=2 the system is in a chaotic state.

In addition to the chaotic sequence, random word
¢ is added to perform xor with the last round key to

get the current round key. The encryption process of
the improved mathematical model is as follows. (1)
The plaintext is divided into blocks in a size of 16
bytes (128 bits); (2) 1000 iterations are performed
to get the composite chaotic sequence; (3) the round
keys of the first round are generated:

wi4] = G[11@wlo} w(s] = G[Ll@w1]
wis] = G[@w2) 2 w(7] = c[@wisl @ the
round Kkey of the ;-th round is generated according to
the following equation:

w[4i] = G[i]@w][4i — 4]
wl4i + 1] = G[i]Pwl[4i— 3] (6)

wl4i + 2] = G[i]Bw([4i— 2]
w4i + 3] = G[i]@wl[4i— 1]

wli] =

All plaintext blocks are encrypted and then
stitched in order to get the ciphertext. Decryption is
the inverse operation of encryption.

3. Results and Analysis

The test was carried out in MATLAB 2010
environment. (%0, Vo) = (0.1,0.11)’ and the improved

mathematical model was used for encryption and
decryption. First, the randomness of the key in the
improved mathematical model was tested using the
NIST test.

The test results of the Logistic sequence,
Chebyshev sequence, and hybrid sequence were
compared, as shown in Table 2.
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Table 2. Whether the sequence passes the NIST test
Logistic | Chebyshev | The hybrid
sequence | sequence | sequence
Frequency YES YES YES
test
Grouping YES YES YES
frequency
test

Runs test YES YES YES

Approximat YES YES YES
e entropy
test

Accumulate YES YES YES
d sum test
Longest YES YES YES
runs test
within a
block
Binary YES YES YES
matrix rank
test

Spectrum YES YES YES
test
Non- YES NO YES
overlapping
pattern
matching
test
Overlap YES YES YES
pattern
matching
test
Global NO YES YES
general
statistics
test
Linear YES NO YES
complexity
test
Random NO YES YES
deviation
test

Random NO YES YES
variable
deviation
test

Serial test YES NO YES

It was seen from Table 2 that both the Logistic
sequence and the Chebyshev sequence failed the
NIST test completely, while the hybrid sequence
passed the NIST test, indicating that the hybrid
sequence had better randomness and a more secure
key.

Then, the sensitivity of the key was analyzed.
With other parameters unchanged, the same text in
the communication network was encrypted and

decrypted in the case of or

xU =0.1

xp = 0.1+ 10715 The results are as follows.

Original plaintext: The overall strength of the
first two cold air is weak, but the third strong cold
air will bring significant cooling and may drop the
temperature below 0 C, but the dry cold air
dominates, less rainfall, mostly cloudy weather.

Encryption of plaintext with xg=0.1' U

A?b2015R 23922278 VAl 12 35 2 B 2 W] Z K2~ v i 7phy/
HiEE20,$~ BUER\ b X 22235R?_ B IAWY [ &3wS
AH_BE & 22202 d%kwiR I _x001D_x0016_+2%
d$2sZ @SH 22 71 dLE 28R\ T _x0016_) 218 ffisa
FEIEMEIE 217223 4b

Decryption of ciphertext with x=0.1 The

overall strength of the first two cold air is weak, but
the third strong cold air will bring significant cooling
may drop the temperature below 0 C, but the dry
cold air dominates, less rainfall, mostly cloudy
weather.

Encryption of plaintext with

xy = 0.1 + 10-15 PRIEWNaCtH#fitw]e_x001D_

5z + 2 BRiERTENE SR e /176> 818G 372 B K& 15
HBN"$ RTW?adili_x0016_CZ@} 720l 1 78RR EE 1
6?61RFE > W& 7321HAMEMROT

Decryption of ciphertext with

- S {8 i Z
xy = 0.1+10°15 K # g2, (4 i 2R B2 AR AR

B 224832 W B FE24yS? e DT2RKBk?, e 5 Bk
BENFEvRRIE LA RN 2 |\ 2 XBRh? ~- HEEExS B BE
IS 2c?2viEW66' 258 La' K

It was found from the above results that there
was no information related to the original plaintext
in the ciphertext obtained after encryption by the
improved mathematical model. Moreover, the
chaotic key generation process was complicated, and
the attacker could not know all the keys to crack the
ciphertext. In addition, when there was an extremely
small change in the key, the ciphertext obtained after
encryption was completely different, and no
information related to the plaintext was obtained
after decryption. These findings verified the security
of the improved mathematical model.

The improved mathematical model was used to
encrypt a string of plaintext containing 2034 bytes in
the communication network. The statistical
characteristics of the text data before and after
encryption were compared: (1)  variance:

) T e @ extreme difference:
9T="%
R =2, — X In the equations, , refers to the
ASCII value of the text characters, B is the average of

the ASCII value of the characters, and N s the

number of characters. The results are shown in
Table 3.
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Table 3. Comparison of statistical features of text data

Variance Extreme
difference
Plaintext 936.256 326
Ciphertext 8.364 12

It was seen from Table 3 that the plaintext had
some statistical properties; after encryption, the
frequency difference of the distribution between the
ciphertexts was very small, i.e., there was great
randomness and no statistical property, which
proved the security of the ciphertexts.

Finally, the encryption and decryption efficiency
of the improved mathematical model was compared
with the original AES for the same segment of text
data, and every model was run three times. The
results are shown in Figure 2.

® The improved mathematical model ™ AES
3 3127 5
30.62 20.87 30.22 = 3078 2092
30 - i = T -

[ 11.36f 11.24 10.56] 11.04 11.25 11.34
|

L]

First Second Third First Second Third
encryption  encryption  encrvption decryption  decryption  decryption

Figure 2: Comparison of encryption and decryption
efficiency

Encryption and decryption time/ms

It was seen from Figure 2 that the improved
mathematical model took about 11 ms for
encryption and decryption, while AES took about 30
ms. In comparison, the encryption and decryption
efficiency of the improved mathematical model was
significantly higher than AES, and the required
encryption and decryption time was only one-third
of AES, which verified that the improved
mathematical model was reliable for the encryption
and decryption of communication network data.

4. Conclusions

This paper designed an improved AES mathematical
model combined with chaos for the encryption and
decryption of communication network data. This
model obtained the key of AES by two chaotic
mappings. Moreover, the performance of the
improved mathematical model was analyzed.

The experiment found that the key obtained by
this method had good randomness and high
sensitivity, small changes to the key would not yield
the correct plaintext, and the ciphertext encrypted
by the improved mathematical model had strong

randomness. Moreover, the comparison of
encryption and decryption efficiency suggested that
the encryption and decryption time of the improved
mathematical model was also significantly shorter
than that of AES, which verified that the improved
mathematical model was reliable and can be applied
in the encryption and decryption of actual
communication network data.
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